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Objective

This document provides the statement of compliance of
our GMP pharmaceutical washers and sterilizes controlled
by WinCC Unified software to 21 CFR Part 11 and Annex 11
standards.

-+ 21 CFR Part 11 covers electronic records and electronic
signatures for the FDA (FDA: Food and Drug Admin-
istration, CFR: Code of Federal Regulations, Title 21:
Food and Drugs, Part 11: Electronic Records, Electronic
Signature)

-+ Annex 11 focuses on the lifecycle of computerized
systems for human and veterinary medicinal products
manufactured in the European Union

The following sections describe Subpart B of Part 11 for
electronic records and Subpart C of Part 11 for electronic
signatures.

Definitions and terminology

Regulation terminology

-+ Biometrics: a method of verifying an individual’s iden-
tity based on measurement of their physical feature(s)
or repeatable action(s) unique to that individual and
measurable.

-+ Closed system: an environment in which system
access is controlled by persons responsible for the
content of electronic records.

-+ Computerized system: a system including the input of
data, electronic processing, and the output of informa-
tion used for reporting or automatic control.

-+ Electronic record: any digital form representation of
text, graphics, data, audio, pictorial, or other informa-
tion created, modified, maintained, archived, retrieved,
or distributed by a computer system.

-+ Electronic signature: a computer data compilation
of symbols adopted by an individual to be the legally
binding equivalent of a handwritten signature.

Getinge terminology

-+ URS: User Requirement Specification
-+ FS: Functional Specification

-+ SDS: Software Design Specification
-+ AD: Active Directory

-+ QMS: Quality Management System

Description

Our GMP pharmaceutical washers and sterilizers utilize
the WinCC Unified software proposed by Siemens.

The following compliance statements are derived from
the ERES Compliance Response for SIMATIC WinCC
Unified V20.
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Table 1: Subpart B - Electronic Records

21CFRPart 11

Requirements

Annex 11 Compliant

Application notes

1110 - Persons who use
closed systems to create,
modify, maintain, or trans-
mit electronic records
shall employ procedures
and controls designed to
ensure the authenticity,
integrity, and, when appro-
priate, the confidentiality
of electronic records, and
to ensure that the signer
cannot readily repudiate
the signed record as not
genuine. Such procedures
and controls shall include
the following:

11.10(a) - Validation of
systems to ensure accura-
cy, reliability, consistent
intended performance,
and the ability to discern
invalid or altered records.

N/A

7.1 - Data should be
secured by both physical
and electronic means
against damage.

7.2 — Regular back-ups of
all relevant data should
be done.

12.1 - Physical and/or
logical controls should be
in place to restrict access
to computerized systems
to authorized persons.

I Yes
[J No
O N/A

[ Yes
[ No
X N/A

4. - Validation documen-
tation and reports should
cover the relevant steps of
the life cycle. Manufactur-
ers should be able to justify
their standards, protocols,
acceptance criteria,
procedures and records
based on their risk assess-
ment.

4.2 - Validation documen-
tation should include
change control records (if
applicable) and reports on
any deviations observed
during the validation
process.

I Yes
[J No
0 N/A

The Getinge documentation is
generated, maintained, recorded and
delivered to the customer to describe
system design (Functional Specifica-
tion, Hardware Design Specification,
Software Design Specification) and
validation (FAT/SAT protocol).

All records are stored in a database
and are available for viewing, printing,
and exporting throughout the records
retention period.

A backup procedure is provided in the
service manual to the customer.
Automatic backup of data base can
be configured (optional).

User access rights to the report is
provided by a user group right. Group
roles are specified in the design
documentation.

Local user accesses are managed by
UMC. Access to the active directory
with UMC is optional.

Physical controls to restrict access to
the system is in the scope of the final
customer.

The validation of Getinge software
applications is made according to
Getinge QMS.

A traceability matrix is delivered
(optional).

Although the system is ready for
compliance with 21 CFR Part 11, the
end user is responsible for the
validation of the overall system.
Getinge can offer support for the
validation of the system.

Deviations observed during the
validation process are tracked.
Non-conform test executions are
recorded and linked to the test plan.
If a change is necessary, a Getinge
change procedure is applied.
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21CFRPart11

Requirements

Annex 11 Compliant

Application notes

N/A

N/A

N/A

N/A

N/A

4.3 - An up-to-date listing X Yes
of all relevant systems 0 No
and their GMP function- O N/A
ality (inventory) should

be available. For critical

systems, an up- to-date

system description detail-

ing the physical and logical
arrangements, data flows

and interfaces with other

systems or processes, any

hardware and software
pre-requisites, and security

measures

4.5 - The regulated user X Yes
should take all reasonable O No

steps to ensure that the O N/A

system has been devel-
oped in accordance with
an appropriate quality

management system.

4.7 - Evidence of appro- X Yes
priate test methods and 0 No

test scenarios should be O N/A

demonstrated. Particularly,
system (process) parame-
ter limits, data limits and
error handling should be
considered. Automated
testing tools and test
environments should have
documented assessments
for their adequacy.

4.4 - User Requirements [ Yes
Specifications should O No
describe the required XIN/A

functions of the system,
be based on documented
risk assessment and GMP
impact, and be traceable
throughout the life cycle.

4.6 - For the validation of [ Yes
bespoke or customized [0 No
computerized systems EIN/A

there should be a process
in place that ensures the
formal assessment and
reporting of quality and
performance measures for
all the life-cycle stages of
the system.

The Getinge documentation is
generated, maintained, recorded and
delivered to the customer to describe
system design (Functional Specifica-
tion, Hardware Design Specification,
Software Design Specification)

A procedure is applied to adapt the
template project to the washer or
sterilizer project. A software adapta-
tion form or equivalent is done by an
automation engineer. A source code
review is done by another automation
engineer.

Tests to validate the washer and
sterilizer software are performed
according to QMS.

URS is delivered by customer.
A traceability matrix is delivered
(optional).

Tests to validate the washer and
sterilizer softwares are performed
according to QMS.

Although the system is ready for
compliance

with Annex 11, the end user is respon-
sible for the validation of the overall
system.

Getinge can offer support for the
validation of the system.
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21CFRPart11

Requirements

Annex 11 Compliant

Application notes

N/A

11.10(b) - The ability

to generate accurate

and complete copies of
records in both human
readable and electronic
form suitable for inspec-
tion, review, and copying
by the agency. Persons
should contact the agency
if there are any questions
regarding the ability of the
agency to perform such
review and copying of the
electronic records.

11.10(c) — Protection of
records to enable their
accurate and ready
retrieval throughout the
records retention period.

4.8 - If data are transferred [0 Yes
to another data format or 0 No
system, validation should EIN/A
include checks that data

are not altered in value

and/or meaning during this

migration process.

8.1 - It should be possible X Yes
to obtain clear printed O No
copies of electronically O N/A
stored data.

7.1 - Data should be X Yes
secured by both physical 0 No
and electronic means OO N/A

against damage. Access
to data should be ensured
throughout the retention
period.

7.2 — Regular back-ups of
all relevant data should be
done.

8.1 - It should be possible
to obtain clear printed
copies of electronically
stored data.

12.1 - Physical and/or log-
ical controls should be in
place to restrict access to
computerized systems to
authorized persons.

The reading of raw data in the
Getinge system is in the scope of
customer (Data exchange table and
SQL Data Base).

OPC UA and Profinet communication
protocols are available (option).

All records are stored in a database.
The system allows to generate batch,
recipe, audit trail and alarm log re-
ports in PDF format.

All records are stored in a database
and are available for viewing, printing,
and exporting throughout the records
retention period.

A backup procedure is provided in
the service manual notice to the
customer.

Automatic backup of data base can
be configured (optional)

User access rights to the report is
provided by a user group right. Group
roles are specified in the design doc-
umentation.

Local user accesses are managed by
UMC. Access to active directory with
UMC is optional.
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21CFRPart11

Requirements

Annex 11

Compliant

Application notes

11.10(d) - Limiting system
access to authorized
individuals.

11.10(e) - Use of secure,
computer-generated,
timestamped audit trails
toindependently record
the date and time of oper-
ator entries and actions
that create, modify, or
delete electronic records.
Record changes shall not
obscure previously record-
ed information. Such audit
trail documentation shall
be retained for a period

at least as long as that
required for the subject
electronic records and
shall be available for agen-
cy review and copying.

11.10(f) — Use of operation-
al system checks to en-
force permitted sequenc-
ing of steps and events, as
appropriate.

2 - All personnel should X Yes
have appropriate qualifica- 0 No
tions, level of access and O N/A

defined responsibilities to
carry out their assigned
duties.

12.1 - Physical and/or
logical controls should be
in place to restrict access
to computerized systems
to authorized persons.
Suitable methods of
preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

12.3 - Creation, change,
and cancellation of access
authorizations should be
recorded.

7.1 - Access to data should X Yes
be ensured throughout the O No
retention period. O N/A
9 - Consideration should

be given, based on a risk
assessment, to build-

ing into the system the

creation of a record of all
GMP-relevant changes

and deletions (a system

generated “audit trail”).

For change or deletion of
GMP-relevant data the rea-

son should be document-

ed. Audit trails need to be

available and convertible

to a generally intelligible

form and regularly re-

viewed.

12.4 - Management sys-

tems for data and for docu-

ments should be designed

to record the identity of op-

erators entering, changing,
confirming or deleted data

including date and time.

N/A (no direct Annex 11 X Yes
counterpart). 0 No
0 N/A

Only authorized individuals with a
valid user name and password can
log to the system. A password policy
(complexity, expiration delay) is spec-
ified in the FS and configured in the
system.

Only administrators have possibility
to exit the application.

Local user accesses are managed by
UMC. Access to active directory with
UMC is optional.

Creation, change, and cancellation
of access authorizations for Active
Directory are in the customer scope.

SIMATIC WinCC Unified supports

the requirement for an audit trail of
GMP-relevant operator actions by
recording these actions accordingly
(who, what, when, and optionally
why). Such electronic recordings are
secured through system-side security
mechanisms.

Timestamps are stored in UTC format.

See Audit Trail Appendix 1 for further
details.

Software are validated prior to being
handed over to the customer.
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21CFRPart11

Requirements

Annex 11

Compliant

Application notes

11.10(g) - Use of authority
checks to ensure that only
authorized individuals can
use the system, electroni-
cally sign arecord, access
the operation or computer
system input or output
device, alter arecord, or
perform the operation at
hand.

11.10(h) - Use of device
(e.g., terminal) checks to
determine, as appropriate,
the validity of the source
of data input or operation-
al instruction.

11.10(i) - Determination
that persons who develop,
maintain, or use elec-
tronic record/electronic
signature systems have
the education, training,
and experience to perform
their assigned tasks.

11.10(j) — The establish-
ment of, and adherence to,
written policies that hold
individuals accountable
and responsible for ac-
tions initiated under their
electronic signatures, in
order to deter record and
signature falsification.

2 - All personnel should X Yes
have appropriate qualifica- O No
tions, level of access and O N/A

defined responsibilities to
carry out their assigned
duties.

12.1 - Physical and/or
logical controls should be
in place to restrict access
to computerized systems
to authorized persons.
Suitable methods of
preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

6 — For critical data entered X Yes
manually, there should be 0 No
an additional check on the O N/A
accuracy of the data. This

check may be done by a

second operator or by vali-

dated electronic means.

2 - All personnel should [0 Yes
have appropriate qualifica- O No
tions, level of access and X N/A

defined responsibilities to
carry out their assigned

duties.
N/A (no direct Annex 11 [ Yes
counterpart). O No

X N/A

Only authorized individuals with a
valid user name and password can
login to the system. A password
policy (complexity, expiration delay) is
specified in the FS and configured in
the system.

Only administrators have possibility
to exit the application.

Local user accesses are managed by
UMC. Access to active directory with
UMC is optional.

The equipment undergoes testing
and FAT under production envi-
ronment prior to being installed at
customer site. During this validation,
Inputs/Outputs are verified.

Getinge checks that persons respect
the Getinge SOP and coding rules.
The end user is responsible for hiring
and training appropriate staff mem-
bers with the education, training,
and experience to perform assigned
tasks.

Getinge can offer training and sup-
port throughout the life cycle of the
system.

The requirement for policies that hold
individuals accountable and respon-
sible for actions initiated under their
electronic signatures is a customer
procedural requirement.
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21CFRPart11

Requirements

Annex 11

Compliant

Application notes

11.10(k) — Use of appropri-
ate controls over systems
documentation including:
(1) adequate controls over
the distribution of, access
to, and use of documenta-
tion for system operation
and maintenance;

(2) revision and change
control procedures to
maintain an audit trail
that documents time-
sequenced development
and modification of
systems documentation.

11.30 - Persons who use
open systems to create,
modify, maintain, or trans-
mit electronic records
shall employ procedures
and controls designed to
ensure the authenticity,
integrity, and, as appro-
priate, the confidentiality
of electronic records from
the point of their cre-
ation to the point of their
receipt. Such procedures
and controls shall include
those identified in §11.10,
as appropriate, and addi-
tional measures such as
document encryption and
use of appropriate digital
signature standards to
ensure, as necessary
under the circumstances,
record authenticity, integ-
rity, and confidentiality.

N/A (no direct Annex 11 O Yes
counterpart to 21 CFR O No
11.10(k)(1)). X N/A

10 - Any changes to a
computerized system
including system configu-
ration should only be made
in a controlled mannerin
accordance with a defined

procedure.

5 - Computerized systems [0 Yes
exchanging data electron- O No

ically with other systems X N/A

should include appropriate
built-in checks for the cor-
rect and secure entry and
processing of data, in order
to minimize the risks.

7.1- Data should be se-
cured by both physical and
electronic means against
damage.

7.2 - Regular back-ups of
all relevant data should be
done.

12.1 - Physical and/or log-
ical controls should be in
place to restrict access to
computerized systems to
authorized persons.

Getinge provides project documen-
tation and software for customer
review.

Modification of software is described
in a procedure and a document is
created to record old and version of
software/documentation. This form
and new software/documentation are
provided to the customer.

End users are responsible for provid-
ing procedural controls for access,
distribution and use of the docu-
ments for the lifetime of the system.
End users should define adequate
change control procedures for opera-
tional and maintenance of documen-
tation.

Washers and sterilizers have limited
connection to other systems:
Connection to Customer active
Directory (optional): Customer scope
management

Data exchange table (optional):
Getinge use industrial protocols
(Ethernet/IP, OPC UA) to secure
communication.

A backup procedure is provided in the
service manual to the customer.
Automatic backup of data base can
be configured (optional)

Only authorized individuals with a
valid user name and password can log
to the system.

A password policy (complexity, expira-
tion delay) is specified in the FS.

Local user accesses are managed

by UMC. Access to active directory
with UMC is optional. End users are
responsible for establishing internal
policies and procedures to ensure
appropriate controls if system are to
beclassified as an open system.
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21CFRPart11

Requirements

Annex 11 Compliant

Application notes

11.50(a) — Signed electron-
ic records shall contain
information associated
with the signing that
clearly indicates all of the
following: (1) the printed
name of the signer; (2) the
date and time when the
signature was executed;
(3) the meaning (such as
review, approval, responsi-
bility, or authorship) asso-
ciated with the signature;
and (4) the items identi-
fied in paragraphs (a)(1),
(a)(2), and (a)(3) of this
section shall be subject

to the same controls as
for electronic records and
shall be included as part of
any human readable form
of the electronic record
(such as electronic display
or printout).

11.70 - Electronic signa-
tures and handwritten
signatures executed to
electronic records shall
be linked to their respec-
tive electronic records to
ensure that the signatures
cannot be excised, copied,
or otherwise transferred
to falsify an electronic
record by ordinary means.

10

14 - Electronicrecords may X Yes
be signed electronically. O No
Electronic signatures are O N/A
expected to have the same

impact as hand-written

signatures, be permanently

linked to their respective

record, and include the

time and date that they

were applied.

14 - Electronic signa- X Yes
tures are expected to be 0 No
permanently linked to their O N/A

respective record.

The listed information is available.

See Electronic Signature appendix 2
for more details.

The electronic signatures cannot be
removed or used in any other way.

See Electronic Signature appendix 2
for more details.

The end user should establish SOPs
to enforce this requirement upon
archived records.
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Table 2: Subpart C - Electronic Signatures

21CFRPart 1 Annex 11

Compliant

Application notes

Requirements

11.100(a) - Each electronic N/A (no direct Annex 11
signature shall be unique counterpart).

to one individual and shall

not be reused by, or reas-

signed to, anyone else.

11.100(b) — Before an N/A (no direct Annex 11
organization establish- counterpart).

es, assigns, certifies, or

otherwise sanctions an

individual's electronic
signature, or any element
of such electronic signa-
ture, the organization shall
verify the identity of the
individual.

11.100(c) - Persons using 14.a —Electronic signatures
electronic signatures are expected to have the
shall, prior to or at the same impact as hand-writ-
time of such use, certify ten signatures.

to the agency that the

electronic signaturesin

their system, used on or

after August 20, 1997, are
intended to be the legally
binding equivalent of
traditional handwritten
signatures.

1

I Yes
[J No
O N/A

[ Yes
[ No
X N/A

[ Yes
[J No
X N/A

The electronic signature uses the
unique identifiers for user accounts.
The re-use or re-assignment of
electronic signatures is effectively
prevented.

The customer should establish ap-
propriate procedural controls for the
verification of an individual's identity
before allocating a user account and/
or electronic signatures.

Customers are responsible for no-
tifying the FDA of their intention of
recognizing the electronic signature
to be a legally binding equivalent of
traditional handwritten signatures.
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21CFRPart11

Requirements

Annex 11

Compliant

Application notes

11.200(a)(1) - Electronic
signatures that are not
based upon biometrics
shall:

(i) employ at least two
distinct identification
components such as an
identification code and
password,

(ii) when an individual
executes a series of
signings during a single,
continuous period of con-
trolled system access, the
first signing shall be exe-
cuted using all electronic
signature components;
subsequent signings shall
be executed using at least
one electronic signature
component that is only ex-
ecutable by, and designed
to be used only by, the
individual.

(iii) When an individual
executes one or more sign-
ings not performed during
a single, continuous peri-
od of controlled system
access, each signing shall
be executed using all of
the electronic signature
components.

11.200(a)(2) - Electronic
signatures that are not
based upon biometrics
shall be used only by their
genuine owners.

12

12.1 - Physical and/or logi- X Yes
cal controls should O No
be in place to restrict ac- O N/A

cess to computerized.
systems to authorized
persons.

Suitable methods of
preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

12.1 - Physical and/or logi- O Yes
cal controls should O No
be in place to restrict ac- X N/A

cess to computerized.
systems to authorized
persons.

Suitable methods of
preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

Performing an electronic signature
requires the user ID as well as the
user’'s password.

See Electronic Signature appendix 2
for more details.

The customer is responsible for
ensuring that the genuine owner
is signing the electronic signature
and that the password is not being
disclosed to others.
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21CFRPart11

Requirements

Annex 11

Compliant

Application notes

11.200(a)(3) - Electronic
signatures that are not
based upon biometrics
shall be administered
and executed to ensure
that attempted use of an
individual's electronic
signature by anyone other
than its genuine owner
requires collaboration of
two or more individuals.

11.200(b) - Electronic sig-
natures based upon bio-
metrics shall be designed
to ensure that they cannot
be used by anyone other
than their genuine owners.

11.300(a) — Persons who
use electronic signatures
based upon use of iden-
tification codes in com-
bination with passwords
shall employ controls to
ensure their security and
integrity. Such controls
shall include maintaining
the uniqueness of each
combined identification
code and password, such
that no two individuals
have the same combina-
tion of identification code
and password.

12.1 - Physical and/or
logical controls should be
in place to restrict access
to computerized systems
to authorized persons.
Suitable methods of
preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

12.1 - Physical and/or logi-
cal controls should

be in place to restrict
access to computerized
systems to authorized
persons. Suitable methods
of preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

12.1 - Physical and/or
logical controls should be
in place to restrict access
to computerized systems
to authorized persons.
Suitable methods of
preventing unauthorized
entry to the system may
include the use of keys,
pass cards, personal codes
with passwords, biomet-
rics, restricted access to
computer equipment and
data storage areas.

[ Yes
[J No
X N/A

[ Yes
[J No
X N/A

I Yes
[J No
0 N/A

The customer should implement
appropriate procedures to handle
situations that require an electronic
signature by anyone other than its
genuine owner.

The electronic signature uses the
unique identifiers for user accounts.
The re-use or re-assignment of
electronic signatures is effectively
prevented

Performing an electronic signature
requires the user ID as well as the
user's password

Each signature consists of two com-
ponents (user ID and password).

It is not possible to falsify an elec-
tronic signature during signing or
after recording of the signature. In
addition, the regulated user needs
procedures that prevent the dis-
closure of passwords.

Biometric-based logon mechanisms
are not available on the system.

Security of user management is
ensured by WinCC Unified Adminis-
tration tools.

User management can be linked

to the customer Active Directory
(optional)

Uniqueness of users and roles are in
the scope of customer.
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21CFRPart11

Requirements

Annex 11

Compliant

Application notes

11.300(b) - Ensuring that
identification code and
password issuances are
periodically checked,
recalled, orrevised (e.g.,
to cover such events as
password aging).

11.300(c) - Following loss
management procedures
to electronically de-autho-
rize lost, stolen, missing,
or otherwise potentially
compromised tokens,
cards, and other devices
that bear or generate
identification code or
password information,
and to issue temporary or
permanent replacements
using suitable, rigorous
controls.

11.300(d) -Use of trans-
action safeguards to
prevent unauthorized
use of passwords and/or
identification codes, and
to detect and reportin
animmediate and urgent
manner any attempts at
their unauthorized use to
the system security unit,
and, as appropriate, to or-
ganizational management.

11.300(e) - Initial and pe-
riodic testing of devices,
such as tokens or cards,
that bear or generate
identification code or
password information to
ensure that they function
properly and have been
altered in an unauthorized
manner.

11— Computerized systems
should be periodically
evaluated to confirm that
they remain in a validated
state and are compliant
with GMP. Such evalua-
tions should include, where
appropriate security.

12.3 - Creation, change,
and cancellation of access
authorizations should be
recorded.

12.3 - Creation, change,
and cancellation of access
authorizations should be
recorded.

12.1 - Physical and/or log-
ical controls should be in

place to restrict access to
computerized systems to
authorized persons.

11— Computerized systems
should be periodically
evaluated to confirm that
they remain in a validated
state and are compliant
with GMP. Such evalua-
tions should include, where
appropriate . .. security.

I Yes
[J No
O N/A

[ Yes
[ No
X N/A

I Yes
[ No
O N/A

[ Yes
[ No
B N/A

A password policy (complexity, expi-
ration delay) is specified in the FS and
configured in the system.
Management of users and roles are in
the scope of customer.

Customer procedures must be estab-
lished to meet this requirement.
Getinge does not use tokens, cards,
or other devices that bear or gener-
ate identification code or password
information.

Any log entry (failed or complete) is
recorded in the audit trail.

A password policy (complexity, expi-
ration delay) is specified in the FS and
configured in the system. An account
lockout threshold is configured.

Getinge does not use tokens, cards,
or other devices that bear or gener-
ate identification code or password
information.
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21CFRPart 1

Requirements

Annex 11

Compliant

Application notes

N/A (No direct 21 CFR Part
11 counterpart)

N/A (No direct 21 CFR Part
11 counterpart)

N/A (No direct 21 CFR Part
11 counterpart)

15

13 - All incidents, not only
system failures and data
errors, should be reported
and assessed. The root
cause of a critical incident
should be identified and
should form the basis of
corrective and preventive
actions.

15 - When a computer-
ized system is used for
recording certification and
batch release, the system
should allow only Quali-
fied Persons to certify the
release of the batches and
it should clearly identify
and record the person
releasing or certifying the
batches. This should be
performed using an elec-
tronic signature.

16 - For the availability

of computerized sys-

tems supporting critical
processes, provisions
should be made to ensure
continuity of support for
those processes in the
event of a system break-
down (e.g. a manual or
alternative system). The
time required to bring the
alternative arrangements
into use should be based
on risk and appropriate for
a particular system and the
business process it sup-
ports. These arrangements
should be adequately
documented and tested.

[ Yes
[J No
X N/A

[ Yes
[J No
X N/A

I Yes
[J No
0 N/A

Reporting of system incidents is out
of Getinge scope.

Batch release functionality is out of
Getinge scope

After completion of SAT, issues with
the equipment are handled by local
service team.
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Appendix 1

SIMATIC WinCC Unified Audit Trail

Introduction

The Audit Trail feature in SIMATIC WinCC Unified V20

is a crucial component for ensuring compliance with
Electronic Records and Electronic Signatures (ERES)
regulations. It supports the requirement for a secure,
reliable, and traceable system that records operator
actions in GMP-relevant processes. It is not possible for
the user to deactivate audit trail functionality.

Audit Trail functionality

The Audit Trail records all changes and inputs made by

the operator during the system’s operation. These records

include essential details such as:

-+ Who: Identification of the operator making the
changes.

System security

Changes to the system configuration are managed
separately and subject to a change control procedure.
This process includes planning, impact evaluation,
documentation, and testing for correct implementation.
The system ensures that all recorded information remains
secure and cannot be altered or deleted by the operator.

Operational recordings

The system distinguishes between automatically
generated records, which do not require an audit trail, and
operator-generated records, which are subject to audit
trail requirements. The SIMATIC WinCC Unified Audit
option package allows the configuration of GMP-relevant
variables to be tracked in the audit trail.

-+ What: Description of the action performed.

-+ When: Time stamp indicating when the action
occurred.

-+ Why: Optional reason for the change.

. Audit Trail @ Audit File I ﬁs Audit queries % Global Settings .
A Af=ffenjes &l
O Time stamp ¥ Auditprovider  Type Object reference Object name User Operator station Operation type  OId Value New Value &
= [209] Air differe ~
O SN, () AT e 2 User interface ntial pressure : 1 maint 2O updated Incoming Acknowledged 1
23.880 dge " 2
Olink fault
9/3/12025, 09:34: Alarm acknowle B [155] Additive 1 . T20U3P-LA-025 .
O 22.961 dge User interface - 10link Fault maint 2 Updated Incoming Acknowledged 1
[401] HMI Serve
m] 9/3/12025, 09:34: Alarm acknowle e TierEme r- HMIlS|d.e 1 e T20U3P-LA-025 Updated Incoming Acknowledged
22.136 dge mmunication fai 2
lure
9/3/2025, 09:34: Alarm acknowle . [156] Additive 2 - T20U3P-LA-025 .
a 21.047 dge User interface - 10link Fault maint 2 Updated Incoming Acknowledged 1
= [223] Chamber
O D20, (| M SRR User interface water temperatu maint THNET T Updated Incoming Acknowledged 1
19.797 dge " 2
re : 10link fault
[240] Drying te
9/3/2025, 09:34: Alarm acknowle = f 3 T20U3P-LA-025 g
05.937 dge User interface “mvp‘e;r.allt’ure :10li  maint > Updated Incoming Acknowledged ¢
4 ] .
n Figure 1: Some of
2 3 4 5 8 7 8 9 100 : s
the available fields
(i} Show information

‘WinCC Unified Runtime - Audit acknowledgment

Confirm the intended action.

User: maint

Action:

Change of the tag value "HMI_RT_1::Pmac.FllTimOutMin® from

‘Aosl

Comment:

Medification for filling tesq

16

Figure 2: Entering
a comment when

EEEECE  rerominga
change on a GMP
setting

in the audit trail
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Audit Viewer

The Audit Viewer in WinCC Unified displays audit trail data
in Runtime, allowing operators and regulators to review the
recorded actions.

Every audit trail entry is secured with an integrated
checksum. The Audit Viewer can detect any manipulation
made and also state which audit trail entry that has been
manipulated.

Parameter control

SIMATIC WinCC Unified also supports the storage of ac-
tions via parameter control (PaCo). Operator actions such
as downloading parameter sets and changing individual
parameters are recorded accordingly.

Compliance and documentation

The audit trail feature meets the requirements of both

21 CFR Part 11 and Annex 11 of the EU-GMP Guidelines. It
ensures that electronic records and electronic signatures
are as reliable and trustworthy as their paper counterparts,
providing a secure and traceable system for regulatory
compliance.

Conclusion

The Audit Trail in WinCC Unified is a comprehensive
solution for maintaining data integrity and traceability in
GMP-relevant processes. By recording operator actions
and changes to the system configuration, it provides a
secure and compliant environment for electronic records
and signatures.

. Audit Trail @ Audit File I £3  Audit queries
o|w/m/@] =
[0 timestamp ¥ Audit provider  Type Object reference Object name User

Operator station Qperation type  Qld Value

8 Global Settings .
|-

New Value

91312025, 09:07: System diagnost 1.16412.16007 HMI_RT_1::Pma T20U3P-LA-025
U 46.237 EEgiitenadey ics 81.0.0.0 c.samplingMin SHED Becaed £ 3 |

91312025, 09:07: . 1.16412.16007 HMI_RT_1::Pma g T20U3P-LA-025
] 46.225 User Interface User interface 81.0.0.0 c.samplingMin maint Updated 1 3 1

91312025, 09:07: System diagnost 1.16412.16007 HMI_RT_1::Pma T20U3P-LA-025
O 23.820 Event Manager s 76.0.0.0 c.Addcondsec System Updated 10 20 1
O 3;3:32[;’725 QTR User Interface User interface ;;3?31 o007 ?:\ﬂ;:i“(%r:d:e‘:a maint JLACLESRL A0S Updated 10 20 1

. HMI_RT_1:Pma
ml 91312025, 09:06: T — System diagnost 1.16412.16006 o | T20U3P-LA-025 T o -, Ad
4 »
- - Figure 3: Audit
2 3 4 5 6 7 8 9 10 . . N
viewer in WinCC
(i} Show information Unified system
@ Report jobs I £8  lob parameters i3 Global settings

. Reports

O name Job name Creation time
[0 Auditreport_038_250828-152123 AuditTrail 8/2812025, 3:21:23 PM
O AuditReport_037_250828-150924 AuditTrail 8/28/2025, 3:09:24 PM
[0 Auditreport_036_250828-150820 AuditTrail 8/28/2025, 3:08:20 PM
[ DetailedCycle_2_250725-095525 FullCycle 7/25/2025, 9:55:25 AM
[J easicCycle_2_250725-095504 BasicCycle 71252025, 9:55:04 AM
O DetailedCycle_1_250725-094342 FullCycle 712512025, 9:43:42 AM
[ sasicoyele_1_250725-094326 BasicCycle 712512025, 9:43:26 AM
O DetailedCycle_3_250715-140141 FullCycle 711512025, 2:01:41 PM
[ BasicCycle_3_250715-140122 BasicCycle 7115/2025, 2:01:22 PM
[J DetailedCycle_2_250715-135346 FullCycle 71512025, 1:53:46 PM
- 2 3 4
(]
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Figure 4: Reports
management in
WinCC Unified

Show information
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Appendix 2

SIMATIC WinCC Unified Electronic Signature

Introduction

In the realm of electronic records and electronic
signatures (ERES), SIMATIC WinCC Unified V20 offers
robust solutions tailored to meet regulatory requirements.
The electronic signature functionality within WinCC
Unified ensures that electronic records are as reliable and
trustworthy as paper records and handwritten signatures
executed on paper.

Electronic signature functionality

Simple electronic signature

The configuration of an electronic signature is available
with the WinCC Unified Audit option (Basic or Enhanced).
The electronic signature is executed in a dialog where
users confirm the intended action by entering their
password. The variables requiring an electronic signature
in the case of changes are specified during the configura-
tion phase. Users can sign electronically by confirming the
intended action, and the electronic signature is saved in
the audit trail along with the user name, time stamp, and
the action performed. The mandatory entry of a comment
can be selected.

Multiple electronic signature

With the WinCC Unified Audit Enhanced variant, a double
electronic signature can also be configured, ensuring an
extra layer of validation and security.

WinCC Unified i Audit ac

Confirm the intended action.

User: maint
Action:

Change of the tag value ‘'HMI_RT_1::Pmac.ChaDrainSec from 'S5’
to 10

Required rights:
) First electranic signature
User: maint
¥ Second clectranic signature
User: admin
BECEE e Double
signature screen
in WinCC Unified
18

Ensuring uniqueness and integrity

The electronic signature within WinCC Unified is designed
to be unique to each individual, preventing the reuse or
reassignment of signatures. It is linked to its respective
electronic record to ensure that the signatures cannot

be excised, copied, or otherwise transferred to falsify the
electronic record by ordinary means.

Regulatory compliance

The electronic signature feature meets the requirements
of 21 CFR Part 11 and Annex 11 of the EU-GMP Guidelines.
This regulatory compliance ensures that the electronic
signatures are legally binding and equivalent to hand-
written signatures executed on paper. The system also
supports the ability to generate accurate and complete
copies of electronic records, including the electronic
signature details, in both human-readable and electronic
form.

Conclusion

The electronic signature functionality in WinCC Unified
provides a secure and compliant environment for
recording and verifying electronic signatures in GMP-
relevant processes. It ensures data integrity, authenticity,
and traceability, making it an essential component for
regulatory compliance in the life science industry.
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